The reading assignments will include the following
materials:

http://csrc.nist.gov/policies/FISMA-final.pdf (Federal
Information

Security Management Act)
http://www.whitehouse.gov/results/agenda/index.htmi
(President's

Management Agenda)
hitp://www.cnss.gov/Assets/pdf/nstissi_1000.pdf (National
Information

Assurance, Certification and Accreditation Process |
NIACAP])

htip://iase.disa.mil/policy.html (DoD policy)
http://www.gao.gov/special.pubs/ai12.19.6.pdf (Federal
Information

System Controls Audit Manual [FISCAM])

FIPS Publication 199

FIPS Publication 200

NIST 800-18 Guide for Developing Security Plans for
Federal
Information Systems

NIST 800-26 Security Self Assessment Guide for
Information Technology Systems



NIST 800-30 Risk Management Guide for Information
Technology Systems

NIST 800-37 Guide for the Security Certification and
Accreditation of

Federal Information Systems

NIST 800-42 Guidelines for Network Security Testing
NIST 800-47 Security Guide for Interconnecting
Information Technology Systems

NIST 800-53 Recommended Security Controls for Federal
Information Systems

NIST 800-59 Guideline for Identifying an Information
System as a

National Security System

NIST 800-60 Guide for Mapping Types of Information
and Information

Systems to Security Categories

NIST 800-61 Computer Security Incident Handling Guide
NIST Interagency Report (IR) 7298 — Glossary of
Information Security Terms

OMB Memorandum 06-16 Protection of Sensitive Agency
Information, June 23, 2006

OMB Memorandum 06-19 Reporting Incidents Involving
Personally

|dentifiable Information and Incorporating the Cost for
Security in

Agency Information Technology Investments, July 12,
2006



OMB Circular A-130, Appendix Ill Security of Federal
Automated
Information Resources, November 2000



