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Abstract

Describes a technique for secure connections to the TCC from remote hosts.

This publication is available in Web form' and also as a PDF document?. Please forward any
comments to tcc-doc@nmt. edu.
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1. Overview: A remote access method for Linux

This document describes how to install a PPTP client on a Fedora Core or Ubuntu system. This client
allows you to connect to a remote system reliably and securely.

This connection is sometimes referred to as a tunnel to the remote system.

2. Installation

1. Install the NetworkManager PPTP plugin and its dependencies.

¢ For Fedora:

sudo yum install NetworkManager-pptp

¢ For Ubuntu:

sudo apt-get install network-manager-pptp

2. Click the NetworkManager applet, then choose VPN Connections > and Configure VPN....

3. Click the Add button in the VPN Connections window to create a new connection.

1 http:/ /www.nmt.edu/tcc/help/pubs/vpnfedora/
2 http:/ /www.nmt.edu/tcc/help/pubs/vpnfedora/vpnfedora.pdf
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| Network Connections =]

@ Wired @ Wireless "'i'" Mobile Broadband

4. A dialogue appears asking which type of connection to create; choose Point-to-Point Tunneling
Protocol (PPTP) from the selection menu.

L =]

Choose a VPN Connection Type

\_J/ Select the type of YPN vou wish to use for the new
connection. If the type of WPN connection wou wish to create
does not appear in the list, vou may not have the correct YPN
plugin installed.

Point-to-Point Tunneling Protocol (PPTP) -

Compatible with Microsoft and other PPTP VPN servers.

@Qancel Create...

5. The connection editor will open. Put “TCC” in the Connection name: field, “vpn.nmt.edu”
Gateway: field, and your TCC account name in the User name: field.
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O Editing TCC =)=

Cennection name: |TCC |

Connect automatically
VPN | IPv4 Settings
General

Gateway:. | wvpn.nmt.edu

Optional

User name: | mytccaccount

Password:
Show password
NT Domain:
o=| Advanced. ..
Available to all users @Qancel -\’ﬁ Apply

6. Click the IPv4 Settings tab to switch to that pane. From the Method: pulldown menu, select Auto-
matic (VPN) addresses only, and enter “129.138.4.138” in the DNS Servers: field.

O Editing TCC 5B

Connection name: | TCC
Connect automatically

WPM | IPvd Settings

Method: | Automatic (VPN) addresses only A
Addresses
Netmas) Gateway
DNS Servers: 129.138.4.138

Search Domains:

o= | Routes. ..

Available to all users @Qancel r\-:_f:': Apply
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7. Click the Apply button to save your new connection, then the Close button to shut the Network
Connections window.

| Metwork Connections =
R . [[E5=11) A
@ Wired @ Wireless A Maobile Broadband @ DSsL
TCC 1 minute ago .;Il]:. Add

8. Log out of your X session, then log in again. This forces the NetworkManager applet to load your
new configuration.

3. Connecting

To make a VPN connection to the TCC:

1. Click the NetworkManager applet, then choose VPN Connections > and TCC (your new connection).

2. Enter your TCC password in the Authenticate VPN dialogue, then click the OK button.

| Authenticate VPN =

You need to authenticate to access the
Virtual Private Network 'TCC'.

Password: |eeoeeeese

Remember passwords for this session

Save passwords in keyring

@Qancel (:ﬂgl(

Once you have opened your VPN tunnel, your machine is effectively on the TCC network. You can use
TCC machines in these ways, and more:

¢ To log in to a TCC system, use this command:

ssh hostname
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where hostname is the name of the system, such as rainbow.
* Your Web browser can access any Web page on the Internet.

* You can transfer files with sftp (Secure File Transfer Protocol) or scp (Secure Copy). See the man pages
for sftp® and scp*.

4. Closing the connection

To disconnect, click the NetworkManager applet, then choose VPN Connections > and Disconnect VPN....

8 http:/ /www.nmt.edu/tcc/cgi/manweb.cgi?p=sftp
4 http:/ /www.nmt.edu/tcc/cgi/manweb.cgi?p=scp
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